Command Guidance on Emergency Telework for TRADOC Activities
1.  General Information.

     a.  TRADOC Regulation 600-18 provides general guidelines on implementing the Department of Defense telework policy.  These guidelines address two basic forms of telework – regular and recurring and ad hoc.  Ad Hoc telework means work is performed on an occasional, one-time or irregular basis at an alternate worksite.  The purpose of this guidance is to address emergency telework, adapting the ad hoc form of telework to organizational emergency situations such as pandemic, flood, utilities disruption, evacuations, etc.  Emergencies of a personal nature will be processed under the normal ad hoc procedures. 

     b.  One tool or option available in planning for the prevention and mitigation of the effects of the H1N1 virus is to utilize emergency teleworking.  This will allow employees to continue to work or function while limiting contact with others (social distancing), help maintain continuity of operations, and help employees manage their health and their family’s needs. 
     c.  Expedited procedures for requests and approval of telework are needed in an emergency type situation.  These procedures differ somewhat from those used for regular/ recurring or normal ad-hoc type of telework arrangements.  The requests are often time sensitive and for a short duration.  Approval of telework under these circumstances is only for organizational emergencies and does not constitute approval for regular and recurring or normal ad hoc telework. 
2.  Requests.
     a.  Attached is a sample agreement that may be used or modified to document emergency teleworking arrangements.  Any agreement must identify the employee, the supervisor and approving official. The form should also indicate the effective date of the arrangement and its projected duration.  The duration should coincide with the situation that supports the need for the arrangement.  The agreement may be extended if circumstances warrant with the approval of the approving official. 

     b.  If local public or private schools or early child development programs close and the employee needs to be home to watch and care for the children, the duration might be for those few days or weeks that the school is closed.  If telework is used to provide for social distancing between the employees, arrangements might be for sufficient time for the risk to subside.
     c.  Emergency telework is not intended to be used as a replacement for sick leave when an employee is sick.  If the employee is suffering from the effects of H1N1, a more appropriate arrangement is to approve leave so the employee can recover from the illness.  The same principle is true when the employee has a child that is in constant need of care and attention.  In that situation, annual or sick leave is appropriate.  Questions and answers on on the use of telework in pandemic situations can be found at http://www.chcoc.gov and www.tradoc.army.mil.dcspil/index.htm.
3.  Review and Approval.
     a.  Supervisors and approval officials should review the requests to determine if the work is suitable for telework based on job or assignment content.  Employees should receive IT security information if the employee is going to perform any tasks that utilizes an IT system.  Decisions regarding the proper use and handling of sensitive data, as well as records subject to the Privacy Act, are the responsibility of the supervisor who permits employees to work at home.  Under no conditions will classified data be removed from the official work site to off-site locations.  It is important to remember that all applicable DoD, Army, TRADOC and local regulations pertaining to computer security must be adhered to under telework arrangements.  It is permissible to use a personal computer in emergency situations as long as the employee is not accessing the Army network or accessing/processing sensitive information.   When IT is essential to perform the employee’s regularly assigned duties and is unavailable or not securely configured to support required tasks, special projects or other tasks (eg. training) that do not require IT support may be identified. 
     b.  To expedite approval/disapproval of emergency telework arrangements, it may be appropriate to delegate approval authority to a level lower than the regular and recurring or ad hoc telework approval level. 
4.  Documentation.
Copies of the signed agreements will be kept by the employee, supervisor and approving official. In addition, the time spent working at the alternate worksite needs to be recorded in the time keeping system. 
5.  IT Security. 
Employee must read, acknowledge receipt and conform to the IT security provisions.  A sample acknowledgement is provided as attachment 2. 
Information Technology Security Provisions

If I am issued government equipment for teleworking, I will protect that equipment in accordance with the procedures listed below: 

    a.  I will sign a hand receipt for all government equipment that I use and will take full responsibility for said equipment.  I am aware of, and will comply with, the TRADOC mobile Information System security policy contained in TRADOC Supplement 1 to AR 25-2 (http://www.tradoc.army.mil/tpubs/pdf/suppl/s25-2.pdf).

    b.  Government-owned equipment must be used for official duties only.  Only government employees are authorized to use government-owned equipment. Misuse of government property (including the computer, its peripherals, software or data) for other than official duties is a federal offense and is grounds for disciplinary action.  

    c.  When absent from my workstation, standard practice is always to log out and turn off the PC. 

    d.  Government-owned equipment will be serviced and maintained by the government. I understand that if my government-owned computer needs repairs, I am required to bring the equipment in to be serviced.   If privately-owned equipment is used, the government is not responsible for repairs, nor upgrades required to run government software.

    e.  I must return all government-furnished equipment and materials to the agency at the conclusion of teleworking arrangements or at the agency’s request.

    f.  I will not store or process sensitive information on privately-owned computer equipment.  Sensitive information, including Privacy Act and For Official Use Only data, may only be processed on Government-furnished equipment.
    g.  I will not remove sensitive information from the government workplace without the knowledge and permission of my supervisor.  I am responsible for the security of all sensitive information removed from the government workplace.  All sensitive information stored on government computer equipment will be protected by a DA-approved data-at-rest solution, as specified in TRADOC Supplement 1 to AR 25-2 (http://www.tradoc.army.mil/tpubs/pdf/suppl/s25-2.pdf).

    h.  I will ensure that government-furnished computer equipment is returned to the government workplace at least weekly, or as directed by my supervisor, to receive antivirus and other security updates.  I will comply with all other information assurance requirements.

    i.  Remote access to DoD networks will be by Government-furnished virtual private network (VPN) connection only.  I will not access Internet resources without first establishing a VPN connection.  
Employee’s signature and date:

_______________________________________________________________
Atch 2

