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UNCLAS ALARACT 114/2003 SECTION 1 OF 2

SUBJECT: UNCLAS ALARACT 114/2003 ARMY PUBLI C KEY | NFRASTRUCTURE
(PKI') USAGE GUI DANCE FOR ENCRYPTI ON AND DI G TAL
SI GNI NG OF E- MAI L MESSAGES

OTHERORG

UNCLASSI FI ED/ /

ALARACT 114/2003

THE CHI EF | NFORMATI ON OFFI CER/ G- 6 RELEASES THE FOLLOW NG MESSAGE
EFFECTI VE | MMVEDI ATELY:

SUBJECT: ARMY PUBLI C KEY | NFRASTRUCTURE ( PKI) USAGE GU DANCE FOR
ENCRYPTI ON AND DI G TAL SI GNI NG OF E- MAI L MESSAGES

REFERENCES

A, MESSAGE, HQDA, SAIS-ZA, 031830Z MAY 02, SUBJECT: UNCLAS ALARACT
0048/ 2002, ARMY PUBLI C KEY | NFRASTRUCTURE ( PKI) USAGE GUI DANCE
FOR ENCRYPTI ON AND DI G TAL SI GNI NG OF E- MAI L MESSAGES.

B. AR 25-1, ARMY | NFORMATI ON MANAGEMENT, 31 MAY 02.
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C. MEMORANDUM ASD(C3l), SUBJECT: DEPARTMENT OF DEFENSE ( DOD)
PUBLI C KEY | NFRASTRUCTURE (PKI), 12 AUG 00.

D. MEMORANDUM ASD(C3l), SUBJECT: PUBLIC KEY | NFRASTRUCTURE ( PKI)
POLI CY UPDATE, 21 MAY 02.

E. UNITED STATES CODE, TITLE 5, PART I, CHAPTER 5, SUBCHAPTER I1,
SUB SECTI ON 552A, THE PRI VACY ACT OF 1974, 27 SEP 75.

F. THE HEALTH | NSURANCE PORTABI LI TY AND ACCOUNTABI LI TY ACT (HI PAA)
PRI VACY RULE, "STANDARDS FOR PRI VACY OF | NDI VI DUALLY
| DENTI FI ABLE HEALTH | NFORMATI ON' [45 CFR PARTS 160 AND 164],
FEDERAL REG STER, VOL. 65, NO. 250, 28 DEC 00.

G NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA), SUBJECT:
RECORDS MANAGEMENT GUI DANCE FOR AGENCI ES | MPLEMENTI NG
ELECTRONI C SI GNATURE TECHNOLOG ES, 18 OCT 00.

H. NARA BULLETI N 2003-04, AVAILABILITY OF ELECTRONI C RECORDS
MANAGEMENT GUI DANCE FOR PUBLI C KEY | NFRASTRUCTURE ( PKI ) - RELATED
ADM NI STRATI VE RECORDS, 27 MAR 083.

1. PURPOSE AND SCOPE. THI' S MESSAGE SUPERCEDES REFERENCE A AND
PROVI DES UPDATED ARMY GUI DANCE FOR THE USE OF BOTH HARDWARE
BASED AND SOFTWARE BASED DOD PUBLI C KEY CERTI FI CATES TO
DI G TALLY SI GN AND/ OR ENCRYPT E- MAI L MESSAGES | N ACCORDANCE
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WTH (1 AW REFERENCES B, C, AND D.
2. USING DI G TAL SI GNATURES.



A

B.

SENDI NG DI G TALLY SI GNED E- MAI LS. AS A GENERAL RULE IN THE
ARMY, A PKI DI G TAL SI GNATURE SHOULD BE USED WHENEVER E-MAIL | S
CONSI DERED OFFI CI AL BUSI NESS AND/ OR CONTAI NS SENSI TI VE
I NFORMATI ON | AW REFERENCES E OR F. THE DI G TAL SI GNATURE
PROVI DES ASSURANCES THAT THE | NTECGRI TY OF THE MESSAGE HAS
REMAI NED | NTACT I N TRANSI T, AND PROVI DES FOR THE
NON- REPUDI ATI ON OF THE MESSAGE THAT THE SENDER CANNOT LATER
DENY HAVI NG ORI G NATED THE E- MAI L.

RECEI VI NG DI G TALLY SI GNED E- MAI LS. PRI OR TO OPENI NG AN
I NCOM NG PKI DI G TALLY SI GNED E- MAI L, ARMY E- MAI L USERS SHOULD
ASSESS THE ATTACHED DI Gl TAL SI GNATURE' S LEVEL OF ASSURANCE.

E- MAI LS SI GNED USI NG REVOKED CERTI FI CATES SHOULD BE TREATED AS
NOT HAVI NG ORI G NATED FROM THE | NDI CATED SENDER. VALI D PKI

DI G TAL SI GNATURES ORI GI NATI NG OUTSI DE DOD DOVAI NS MUST BE
GENERATED BY AN APPROVED DOD PKI CERTI FI CATE SOURCE (E. G,
EXTERNAL CERTI FI CATE AUTHORI TY). E-MAILS THAT ARE DI Gl TALLY
SI GNED BY UNAPPROVED SOURCES SHOULD ONLY BE OPENED, READ, AND
ACTED UPON W TH CAUTI ON.
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C

RETAI NI NG DI G TALLY SI GNED E- MAI L.  AGENCI ES MUST ACCOMVIODATE

THE PRESERVATI ON NEEDS | F A DI Gl TALLY SI GNED RECORD REQUI RES
TEMPORARY OR PERMANENT PRESERVATI ON | AW REFERENCE G THE
NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA) REQUI RES
THAT AN AGENCY CHOOSE AN APPROACH THAT | S PRACTI CAL AND FI TS
BUSI NESS NEEDS AND RI SK ASSESSMENT. AS THE FUNCTI ONAL
PROPONENT FOR RECORDS MANAGEMENT, THE OFFI CE OF THE DEPUTY
CHI EF OF STAFF/ G 1 (ODCS/ G 1) ARMY RECORDS MANAGEMENT AND
DECLASSI FI CATI ON AGENCY HAS DETERM NED THE M NI MUM STANDARDS
FOR PRESERVATI ON OF DI G TALLY SI GNED E- MAI L.  ADDI TI ONAL

I NFORMATI ON REGARDI NG M NI MUM REQUI REMENTS MAY BE FOUND I N
REFERENCES G AND H, AND AT THE US ARMY RECORDS MANAGEMENT AND
DECLASSI FI CATI ON AGENCY WEEBSI TE: HTTPS: // WAN ARI MS. ARMY. M L.

3. ENCRYPTI ON OF E- MAILS.

A

PAGE

B.

SENDI NG ENCRYPTED E- MAI LS. DATA IS ENCRYPTED TO ENSURE

CONFI DENTI ALI TY. HOWEVER, DATA CONFI DENTI ALI TY RESULTS VWHEN
ONLY THE | NTENDED RECI PI ENT CAN DECRYPT ENCRYPTED | NFORMATI ON.
| AW REFERENCE C, ALL DOD E- MAI L THAT REQUI RES ENCRYPTI ON MUST
USE, AT A MN MUM DOD CLASS 3 ENCRYPTI ON CERTI FI CATES.
ENCRYPTI ON USES A GREATER AMOUNT COF BANDW DTH THAN DI Gl TAL

05 RUEADWD6617 UNCLAS

SI GNATURE. THEREFORE, ENCRYPTED E- MAI LS SHOULD BE THE

EXCEPTI ON, NOT THE RULE AND SHOULD ONLY BE USED TO SEND (1)
SENSI TI VE | NFORMATI ON; (2) | NFORMATI ON PROTECTED BY THE PRI VACY
ACT OF 1974 (REFERENCE E); (3) | NFORMATI ON PROTECTED UNDER
REFERENCE F, THE HEALTH | NSURANCE PORTABI LI TY AND

ACCOUNTABI LI TY ACT (HI PPA).

RECEI VI NG ENCRYPTED E- MAI LS. WHEN AN ENCRYPTED E-MAIL IS

RECEI VED W THI N A DOD DOVAI N, RECI PI ENTS MUST TAKE APPROPRI ATE
MEASURES TO PROTECT THE ENCRYPTED | NFORMATI ON. | F A MESSAGE



C

PAGE

HAS BEEN ENCRYPTED, THE | MPLI CATION IS THAT I T CONTAI NS

SENSI Tl VE | NFORMATI ON THAT NEEDED TO BE PROTECTED DURI NG
TRANSM SSI ON.  ONCE | T HAS BEEN RECEI VED, THE NEED TO PROTECT
THE | NFORMATI ON REMAI NS.

RETAI Nl NG ENCRYPTED E- MAI L. E-MAILS THAT ARE RECEI VED I N

ENCRYPTED FORM AND CONTAI N SENSI TI VE | NFORMATI ON NEED TO BE
STORED | N ENCRYPTED FORM TO ENSURE APPROPRI ATE PROTECTI ON OF
THE | NFORVATI ON. | T SHOULD BE NOTED THAT STORAGE ( AND
SUBSEQUENT RETRI EVAL) OF ENCRYPTED E- MAI L TAKES ADDI TI ONAL TI ME
AND SPACE AND MAY REQUI RE | MPROVED STORAGE DEVI CES. ENCRYPTED
E- MAI L RECEI VED THAT DOES NOT CONTAI N SENSI TI VE | NFORMVATI ON, OR
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| NFORVATI ON PROTECTED BY REFERENCES E AND F, (THE PRI VACY ACT
OR THE HI PAA PRI VACY RULE) SHOULD BE STORED UNENCRYPTED.

| NFORVATI ON ON DECRYPTI NG AND STORI NG UNENCRYPTED E- MAI L CAN BE
FOUND AT

HTTPS: / /| SETDWEB. SETD. ARMY. M L/ SUPPORT/ ADDLRESOURCES. HTM
FURTHER ASSI STANCE CAN OBTAI NED BY CALLI NG THE ARMY SET-D HELP
DESK AT (866) SET-DCAC (738-3222). | N ACCORDANCE W TH
REFERENCE G, AGENCI ES SHOULD DEVELOP RECORDS SCHEDULES AND
PROPOSED RETENTI ON PERI ODS FOR NEW RECORDS FOR NARA TO REVI EW
HOWEVER, | F THE RECORDS ARE ALREADY SCHEDULED, THEY WOULD NOT
NEED TO BE RESCHEDULED BECAUSE THEY WERE ENCRYPTED THE SAME
RETENTI ON WOULD APPLY | N BOTH CASES. THE ODCS/ G- 1, RECORDS
MANAGEMENT AND DECLASSI FI CATI ON AGENCY W LL DETERM NE

APPROPRI ATE RECORDS RETENTI ON ACTI ONS REGARDI NG ENCRYPTED

E- MAI LS. USERS SHOULD BE AWARE THAT | F THEI R CAC OR

SOFTWARE- BASED PKI TOKEN WERE LOST, OPEN NG

STORED/ SAVED- ENCRYPTED E- MAI L WOULD NOT BE POSSI BLE W THOUT
RECOVERY OF THEI R PRI VATE KEY.

UNCLAS ALARACT 114/2003 FI NAL SECTI ON OF 2
SUBJECT: ARMY PUBLI C KEY | NFRASTRUCTURE

DESK AT (866) SET-DCAC (738-3222). | N ACCORDANCE W TH
REFERENCE G, AGENCI ES SHOULD DEVELOP RECORDS SCHEDULES AND
PROPOSED RETENTI ON PERI ODS FOR NEW RECORDS FOR NARA TO REVI EW
HOWEVER, | F THE RECORDS ARE ALREADY SCHEDULED, THEY WOULD NOT
NEED TO BE RESCHEDULED BECAUSE THEY WERE ENCRYPTED THE SAME
RETENTI ON WOULD APPLY | N BOTH CASES. THE ODCS/ G- 1, RECORDS
MANAGEMENT AND DECLASSI FI CATI ON AGENCY W LL DETERM NE

APPROPRI ATE RECORDS RETENTI ON ACTI ONS REGARDI NG ENCRYPTED
E-MAILS. USERS SHOULD BE AWARE THAT | F THEI R CAC OR
SOFTWARE- BASED PKI TOKEN WERE LOST, OPENI NG

STORED/ SAVED- ENCRYPTED E- MAI L WOULD NOT BE POSSI BLE W THOUT
RECOVERY OF THEIR PRI VATE KEY.
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