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UNITED STATES ARMY TRAINING AND DOCTRINE COMMAND
(TRADOC)
FORCE PROTECTION PROGRAM (FPP)

Summary. This regulation prescribes
responsibilities, policies, procedures, and
minimum standards for developing,
implementing, and managing a Force
Protection Program (FPP). It is written with
HQ TRADOC staff and installations in mind.
Force Protection (FP) is the security program
designed to protect soldiers, civilian
employees, family members, facilities, and
equipment, within the TRADOC area of
responsibility; at home station, during
mobilization, during deployment, and in
conjunction with overseas temporary duty or
permanent change of station.

Applicability. This regulation applies to all
TRADOC subcommands, installations, and
activities.

Supplementation. Do not supplement this
regulation without approval from Commander,
TRADOC, ATTN: ATBO-J, Fort Monroe, VA
23651-5000.

Suggested improvements. The proponent of
this regulation is the Deputy Chief of Staff for
Base Operations Support (DCSBOS). Send
comments and suggested improvements on DA
Form 2028 (Recommended Changes to
Publications and Blank Forms) through
channels to Commander, TRADOC, ATTN:
ATBO-J, Fort Monroe, VA 23651-5000.
Suggested improvements may also be
submitted using DA Form 1045 (Army Ideas
for Excellence Program (AIEP) Proposal.

Availability. This publication is also
available on the TRADOC Homepage at
http://www.tradoc.army.mil.
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Chapter 1
Introduction

1-1. Purpose. This regulation prescribes
responsibilities, policies, procedures, and
minimum standards for developing,
implementing, and managing TRADOC’s FPP.
In addition to outlining base operations
responsibilities for installation commanders, it
fixes responsibility for force protection
proponency across the TRADOC domain:
doctrine, training, leadership, organization,
materiel, and soldier (DTLOMS).

a. The Downing Report is a
comprehensive report by General Wayne A.
Downing on the facts and circumstances
surrounding the June 1996 terrorist bombing of
the Khobar Towers in Saudi Arabia. The report
recommended numerous changes in the way the
Department of Defense (DOD) has traditionally
managed FP. Based on the findings of the
report, the Department of the Army (DA) has
identified five areas where enhancements are
required: theater specific FP training, PS
standards for facilities and installations,
resourcing FP requirements, intelligence
collection, processing and dissemination, and
better use of technology.

b. The TRADOC FPP is a security program
designed to protect soldiers, civilian employees,
family members, facilities and equipment, in all
locations and situations. Threats include:
terrorists and criminals, disaffected persons,
hostile intelligence gathering, paramilitary
forces, protesters, and saboteurs. Effective FPP
is centralized and tightly focused on a holistic
management approach at the command,
installation, and unit/activity level. FP
requirements must be identified, consolidated
and synchronized, risk assessment conducted
and distribution of resources prioritized. FPP
must be continuously assessed and updated.

1-2. References. Appendix A contains the
required and related publications.

1-3. Explanation of abbreviations and
terms. The glossary contains abbreviations
and special terms used in this regulation.

Chapter 2
Responsibilities

2-1. CG, TRADOC. The CG, TRADOC will
designate both a DTLOMS (CAC) proponent
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and HQ TRADOC staff (DCSBOS) proponent
for the FPP.

2-2. CG Combined Arms Center (CAC). The
CG CAC will--

a. Be the TRADOC DTLOMS proponent
for FP. Oversee all FP DTLOMS functions
within TRADOC to include those specific areas
designated by this regulation to TRADOC DCS.

b. Serve as the FP integrator/coordinator
for the TRADOC doctrine domain.

c¢. Embed FP doctrine into field manuals,
as well as other applicable doctrinal
publications for which CAC is proponent.
Provide guidance to CASCOM and branch
schools regarding inclusion of FP in their
respective field manuals.

d. Ensure Center for Army Lessons
Learned (CALL) routinely collect, archive, and
publish FP lessons learned during OCONUS
deployments to high-threat environments,
combined training center (CTC) rotations,
installation exercises, past terrorist incidents
and other relevant events.

2-3. DCG Combined Arms Support
Command (CASCOM). The DCG CASCOM
will embed FP doctrine developed by CAC into
field manuals and other doctrinal publications
for which CASCOM is the proponent. Ensure
required FP individual and collective training
programs are conducted in schools for which

CASCOM is responsible.

2-4. DCS Base Operations Support
(DCSBOS). The DCSBOS is designated by the
CG, TRADOC as the HQ TRADOC staff
proponent for FPP. DCSBOS will--

a. Designate the CPM as the HQ TRADOC
Force Protection Officer (FPO).

b. Establish and chair a HQ TRADOC
Force Protection Committee (FPC), with
representation from appropriate staff agencies.
The FPC will continually monitor the FP
posture of the command, update the threat as
required, and make recommendations on FP
issues.

c. Publish guidance for all subordinate
commands concerning implementation of the
FPP; to include command-specific guidance
concerning implementation of threat condition

(THREATCON) measures.
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d. Ensure FP is aggressively managed in
compliance with DOD, DA, and TRADOC plans,
policies, and guidance.

e. Closely monitor and evaluate the FP
programs of subordinate commands and
installations. Formally review FP plans and
reports every two years (or as directed) to
ensure standardization and program
effectiveness. These plans are to be exercised at
installation level on an annual basis.

f. Manage PS and AT management
decision packages (MDEPs). Establish a
system to monitor expenditure of FP funds from
programming through budget execution.

g. Program funds and identify personnel to
attend specialized FP training. Ensure all
installation personnel with significant FP
responsibilities in operations, intelligence,
criminal investigation, and law enforcement
receive specialized training.

2-5. Command Provost Marshal (CPM).
The CPM is designated as the TRADOC FPO.

2-6. Staff Judge Advocate (SJA). The SJA
will provide legal representation to the

TRADOC FPC.
2-7. Director, Safety (SAFE). Safety will--

a. Provide planning, coordination, and
guidance to adjacent, subordinate, and higher
commands on risk management issues and
policies related to this regulation.

b. Require installation safety and fire
marshals review FP countermeasures to ensure
security measures do not endanger personnel.

c. Serve as a member of the TRADOC
FPC.

2-8. DCS Training (DCST). The DCST will--

a. Embed FP training requirements into
institutional training and education systems as
appropriate.

b. Serve as the FP integrator/coordinator
for the TRADOC training and leadership
domains.

c. Serve as a member of the TRADOC
FPC.

2-9. DCS Intelligence (DCSINT). The
DCSINT will--

a. Develop and distribute the TRADOC AT
threat statement on an annual basis.

b. Develop and maintain the CG, TRADOC
AT statement (Black Book).

c. Ensure SAEDA training (AR 381-12) is
being conducted at HQ TRADOC and all
TRADOC installations for all military and
civilian personnel.

d. Provide MACOM program management
for intelligence and security MDEPS.

e. Serve as a member of the TRADOC FPC.

2-10. DCS Doctrine (DCSDOC). The
DCSDOC will embed FP into doctrine to
include:

a. FP principles into Army echelon above
corps (EAC) doctrine.

b. Review Army FP doctrine to ensure
consistency with joint FP doctrine when
applicable.

c. Assess and provide feedback to CAC
concerning FP lessons learned published by
CALL.

d. Serve as a member of the TRADOC FPC.

2-11. DCS Combat Development (DCSCD).
The DCSCD will--

a. Embed FP issues and principles into
concepts and requirements development.

b. Serve as the FP integrator/coordinator for
TRADOC organization and materiel domains.

¢. Serve as a member of the TRADOC FPC.

2-12. DCS Resource Management
(DCSRM). The DCSRM will--

a. Provide budget guidance on FP to
TRADOC installations and activities.

b. Serve as a member of the TRADOC FPC.

2-13. Chief of Public Affairs (CPA). The
CPA will--

a. Plan, coordinate, and direct public affairs
(PA) support for the TRADOC FP program.



b. Provide public affairs guidance (PAG) on
FP issues to TRADOC installations and
activities.

c. Serve as the command’s official
spokesperson responsible for coordinating the
release of cleared FP information to the news
media.

d. Serve as a member of the TRADOC FPC.

2-14. TRADOC Surgeon. The TRADOC
Surgeon will--

a. Act as a liaison between TRADOC and
the USA Medical Command (MEDCOM). The
Director of Health Services (DHS) (normally
the hospital/clinic commander) at each
installation will develop a well-planned,
coordinated, flexible, and effective Medical
Response and Consequence Management
Program.

b. Serve as a member of the TRADOC FPC.

2-15. DCS Information Management
(DCSIM). The DCSIM will--

a. Provide guidance and support to the
TRADOC Executive Committee on ISSP
issues.

b. Serve as a member of the TRADOC FPC.
2-16. Commandants. Commandants will--

a. Embed FP principles into the DTLOMS
domain.

b. Ensure the Level III module on FP is
taught at battalion/brigade precommand
courses.

c¢. Conduct required FP training.

2-17. Installation commanders. Installa-
tion commanders will--

a. Appoint an FPO.

b. Publish and maintain an installation FP
plan as described in paragraph 3-5 and update
annually.

c¢. Develop, implement, and maintain an
overarching installation FP program which
synchronizes the five existing security
programs:

(1) Physical security.
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(2) Information security.
(3) Protective services.
(4) Law enforcement.
(5) Antiterrorism.

d. Establish an FPC with representation
from law enforcement, plans and training,
security and intelligence, engineer, information
management, logistics, medical, legal, safety,
resource management, and PA. FPC will meet
twice annually and incorporate the responsi-
bilities of the PS Council required by AR 190-13.

e. Ensure FP requirements are granted a
high budget priority and maintain a strict audit
trail for FP funds.

f. Ensure FP is aggressively managed in
compliance with DOD, DA, and TRADOC plans,
policies, and guidance.

g. Ensure all service members, DOD
civilians, and other civilians traveling to
negligible/low, medium/high, potential physical
threat countries, and processing through
continental United States (CONUS)
replacement centers (CRC) or individual
deployment sites (IDS) attend the appropriate
Level I briefings and receive individual
protective measure handouts (chapter 9).

h. Ensure individual and unit augmentees
deploying to high-threat areas on temporary
duty are provided (prior to departure) protective
equipment, CTA 50-900 and other items as
required by the supported command.

i. Coordinate with the DHS for development
of a Medical Response and Consequence
Management Program.

j. Conduct an annual FP exercise that
includes a mass casualty (MASCAL) exercise.
Report an executive summary and lessons

learned to TRADOC, ATTN: ATBO-J.

k. Incorporate FP special interest inspection
items in the Command Inspection Program.

Chapter 3
Force Protection Program

3-1. General.
a. Protecting TRADOC assets, information,

and personnel is a primary responsibility of all

5
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commanders and leaders. FP is an
overarching security program developed to
protect soldiers, civilian employees, family
members, facilities, and information and
equipment, in all locations and situations. It is
a holistic program accomplished through the
planned integration of PS, INFOSEC,
protective services, law enforcement, and AT,
all supported by the synchronization of
operations, intelligence, training and doctrine,
policy and resources. This synchronization
and integration is accomplished through the
TRADOC FP standards located at appendix H
of this regulation.

b. The TRADOC commander directs or
delegates authority to installation commanders
to establish the level of security measures in
accordance with the Joint Chiefs of Staff (JCS)
THREATCON system . The DCSBOS provides
overall staff supervision and coordination for
FP. Installation commanders exercise
geographic command and control for their area
of responsibility (AOR) and will develop and
implement a comprehensive FPP designed to
accomplish all the standards contained in this
document.

¢. Commanders should not develop their
FPP in isolation. All agencies involved in
program execution, to include non-DOD
agencies at the local, state, and federal level,
must be fully integrated into the program’s
development, coordination, and maintenance.
The FPP must provide for the protection of
critical assets, information, and personnel on
the installation or facility on a daily basis.
Additionally, the program must address units
and individuals going outside of the U.S.,
during deployment and mobilization
operations. Since the absolute and continuous
protection of the many structures, activities,
equipment, and personnel under the
commander’s control is unrealistic, resources
and assets must be prioritized and the
required level of protection, during various
periods of time, clearly specified.

d. Actions necessary to meet the
established standards must be identified,
prioritized, and resourced. Where local
resources are insufficient to meet minimum
standards, commands must forward prioritized
and justified requirements to this
headquarters and initiate appropriate
compensatory measures. Commanders must
be personally involved in the FPP.

e. All installations will establish a FPC
that meets twice annually when THREATCON

Normal conditions prevail. The installation
commander will review the requirement to
convene on a more frequent basis when
THREATCON increases. A report of the
meeting will be forwarded to TRADOC, ATTN:
ATBO-J, no later than 30 days from the date of
the meeting.

f. All installations will establish a fusion
cell that meets frequently to discuss the
current criminal and terrorist threat, and
evaluate security measures that have been
implemented or planned for implementation.

g. TRADOC’s operational concept for
implementation of FP is based on eight
fundamentals:

(1) Threat assessment.
(2) Established security standards.
(3) Mission impact.

(4) Viable THREATCON system.

(5) Planned, coordinated, and focused
effort.

(6) Individual and leader training.
(7) Effective information flow.

(8) Continuous program assessment and
update.

h. Prior to 15 November of each year,
provide the Commander, TRADOC, an
assessment of FPP. The assessment will
include:

(1) A narrative discussion of the
command’s FP status.

(2) A copy of the updated FP plan.

(3) Identification of all FP upgrades
completed during the preceding fiscal year.

(4) The amount of funds spent on FP
upgrades during the preceding fiscal year.

(5) Programmed FP upgrades for the next
fiscal year.

(6) Prioritized list of unresourced FP
projects, with justification.

(7) A summary of lessons learned from the
annual FP exercise.



3-2. Threat. The nature and degree of threat
to the Army varies widely with geographical
location, criticality, and vulnerability of the
target, and level of hostile intent. FP is a
flexible program designed to meet all these
threats, not just terrorism. There are four
general categories of groups that pose threats
to the Army:

a. Terrorists. National and international
terrorist events have highlighted that
TRADOC and its subordinate commands and
installations are faced with a continuing
terrorist threat. This threat may come from
individuals or groups who oppose U.S. policy,
military operations, or the military presence in
overseas locations. As the primary source of
the nation’s training and doctrine capability,
TRADOC is a tempting target. Many of these
individuals or organizations are not terrorist in
philosophy, but organize to demonstrate,
march, or conduct activities to disrupt normal
operations. These organizations may be
infiltrated by militants who intend to cause
damage, provoke security forces, or escalate
peaceful activities to violence. The end result
of their efforts is property damage, injury to
personnel, or unfavorable publicity which may
adversely affect the TRADOC mission.
Terrorism is not a recent phenomenon in the
U.S. or overseas. The threat to the Army is
real and will continue. Bombings, shootings,
and kidnappings are still the most likely
methods used by terrorists, but there is a
growing trend to use different types of
weapons, with the emphasis on lethality and
producing mass casualties. Other types of
terrorist attacks include: arson; hostage-
taking; hijacking / skyjacking; seizure;
raids/attacks on facilities; commercial/
industrial sabotage; hoaxes; use of weapons of
mass destruction; information warfare; and,
ecological terrorism. Terrorists attack
weak/soft and unprepared targets which will
garner the maximum amount of attention/
support for their cause.

b. Criminals. Criminals, whose goals are to
profit from the theft of government property or
information, are a threat to numerous Army
assets. Types of criminals range from
organized to unsophisticated, and act for
personal rather than political or ideological
gain. Organized criminal groups plan in
detail, and possess superior security system
bypass and physical security barrier breaching
equipment. Their targets include: arms,
ammunition, and explosives (AA&E),
specialized equipment, and large sums of
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money. However, most criminal threats
directed at the Army are unsophisticated and
focus on crimes of opportunity. Many are
committed by insiders (government employees)
who act alone without detailed planning.

Their success largely depends upon the ability
to circumvent security systems.

c. Protesters. Violent and nonviolent
protesters are considered to be a threat.
Protesters include the two general groups of
vandals/activists and extremist protesters. The
primary objectives of both groups commonly
include destruction and publicity. Vandals/
activists are very adept at interrupting normal
missions in order to achieve their objectives.
This group includes disaffected government
employees. Extremist protesters are more
sophisticated and destructive. They normally
attack symbolic targets and authority figures
and will damage or destroy property or
equipment.

d. Subversives. Subversives include people
from foreign governments or from groups
trying to overthrow the U.S. Government by
force. This category includes saboteurs and
spies. Sabotage, usually conducted by well-
armed, well-trained guerrillas and
unconventional warfare forces, is normally
targeted at mission-critical personnel or
equipment, information systems and military
operations. Likely targets include AA&E
storage and manufacturing facilities.
Amateurs and disgruntled employees also
conduct acts of sabotage against information
systems and other attractive targets. Spies
operate covertly to gain access to and steal
military information. U.S. government
employees who spy, use their workplace as a
protective screen to provide vital information
to foreign countries

e. Threat objectives will normally fall into
one of the following areas:

(1) Gain media attention for their cause.
(2) Disrupt normal operations.

(3) Promote distrust between military and
local authorities.

(4) Demoralize U.S. military and their
families.

(5) Assassinate key personnel.

(6) Take hostages.
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(7) Damage or destroy property.

(8) Disrupt communications and
information systems.

3-3. Risk management. Risk management is
a process the commander uses to assist
him/her in assessing and controlling the risks
associated with any Army mission or
operation.

a. Risk management is embedded as a
natural part of the military decision making
process. FM 100-14 and Annex J of FM 101-5,
present specifics on how this process is
accomplished.

b. Used effectively, this process will identify
the hazards (threats) for any given situation.

c. The staff will apply risk management
when developing a course of action (COA) for
the commander’s approval. Commanders must
require the integration of risk management by
the staff during the decision making process,
in the planning, coordinating and development
of plans, orders, and operations for FP.

3-4. Weapons of Mass Destruction.

a. The threat of terrorist delivered WMD is
real. The relative ease of acquisition and
delivery of WMD, coupled with their potential
terrorist use against U.S. forces (including
family members and surrounding
communities), dictate that commanders at all
levels include the WMD threat into all FP
plans and procedures.

b. While it is currently impossible to
provide 100% around the clock protection to all
personnel from a terrorist’s use of WMD,
commanders can take steps to lessen the
effects of such an attack, and in many cases,
avert an attack by conducting a thorough
threat analysis and assessment coupled with
active and passive protection measures.

c. Readiness is achieved once all assigned
and attached personnel are aware of the WMD
threat, are trained to Army standards in
nuclear, biological and chemical (NBC)
avoidance, protection, and decontamination
TAW AR 350-41, and have exercised AT
contingency plans which include a WMD
threat. Exercises will include civilians,
contractors, family members, and local first
responder teams.

d. Plans, orders, standing operating
procedures (SOPs), threat assessments, and
coordination measures will address terrorist
WMD threat. Units and individuals must be
aware of the WMD threat and have practiced
response procedures. Clear command, control,
and communication lines will be established
between local, state, and federal emergency
assistance agencies, first responders, criminal
investigation teams, and follow-on forces.

e. Successful consequence management
after a terrorist WMD attack is highlighted by
all personnel knowing exactly what their roles
and responsibilities are during the attack, and
executing them to defined standards.
Consequence management ends when the force
is able to continue its pre-attack mission
without any residual or long-term degradation.
Decontamination operations are complete
when the area is cleaned to statutory
standards, exposed personnel are returned to
duty, normal unit functions are restored, an
after action review has been completed, and all
remedial action plans (RAP) are completed.

f. First-responders, security forces, and
follow-on support personnel will be equipped
with the proper types and quantities of
chemical defense equipment (CDE). All
individuals and teams will be trained on the
proper use and maintenance of their CDE.
Shortfalls and additional requirements are
forwarded through command channels for
resolution.

3-5. Force Protection Plan.

a. All installation commanders will
prepare a FP Plan. At a minimum, the plan
should cover the following areas:

(1) A current localized threat assessment.

(2) Clearly describe local protective and
preventive measures to be initiated during
periods of higher THREATCON. Identify
forces or units required to implement
measures.

(3) Prescribe appropriate actions for
reporting threat information, responding to an
attack, and reporting incidents.

(4) Coordination instructions on
procedures to request support from and notify
the Federal Bureau of Investigation (FBI), and
state and local law enforcement agencies in the
event of an incident. The plan will also
contain instructions on providing support to



the FBI and, state and local law enforcement
agencies when requested in response to an
attack in the civil communities.

(56) Organization, training, equipment,
and operational procedures for the SRT and
other response forces.

(6) Exercise schedule for the plan
certification.

(7) List latest internal and external FP
vulnerability assessment results along with
resourcing strategy required to address
deficiencies. Clearly state when corrective
action has been deferred and for how long it
has been deferred.

b. All FP plans must be reviewed by the
servicing SJA to ensure compliance with
appropriate local, state, and federal laws and
regulations.

c. Coordinate plans, procedures and changes
in THREATCON levels with higher head-
quarters, tenant organization/activities, nearby
communities, and appropriate local, state, and
federal agencies.

d. Coordinate with local civil authorities on
installation access, information systems support
(to include requirements for emergency radios,
systems, frequencies, with emergency and/or
police/FBI support agencies) and installation
operations which must be maintained during FP
action operations, or during demonstrations on
or off the installations which affect U.S.
installations and facilities.

e. The installation PS plan, described in
paragraph 4-2, and the FP plan serve the same
purpose and should be combined as one
document.

f. As an annex to the installation FPP,
commanders will prepare installation-wide
terrorist incident response plans. These plans
will include procedures for determining the
nature and scope of post-incidence response
measures, and plans to reconstitute the
installation’s ability to perform AT/FP
measures.

(1) Response plans should address the full
scope of an installation’s response to a terrorist
incident. The nature of the response will
depend on many factors. The character of
operations underway at the time of the
terrorist incident will have significant bearing
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on the scope, magnitude, and intensity of
response.

(2) Response plans should include
emergency response and disaster planning for
installation engineering, communications,
networks, information systems, security,
logistics, medical, mass casualty response,
transportation, personnel administration, and
local support. Terrorist use of WMD or
terrorist attacks on foreign dignitaries while
visiting TRADOC installations will require
immediate close coordination with this
headquarters.

3-6. Force Protection Resources.

a. The downsizing of the DOD has placed
pressure on every aspect of resource
management. Resources provided for base
operations have been particularly austere and
have required intensive management. FP and
security resources are not fenced and may be
reprogrammed at the commanders discretion
to fund other installation requirements. This
places installations in a position to accept a
higher level of vulnerability to terrorist or
criminal attack. Recent events indicate
accepting higher levels of vulnerability to
terrorist or criminal attack, in order to fund
other priorities, is not always a prudent course
of action.

b. Identifying FP requirements.

(1) On an annual basis, installation level
program managers will develop and prioritize
a list of resource requirements to be funded
under the MDEPs for PS equipment (PSE)
(RJC6) and AT (VTER). The program should
address prioritized requirements through the
next five fiscal years and include statements of
justification. These programs should be closely
integrated with the overall command level
program for information systems security
(ISS) to insure continuity and coherent
objectivity of both of these critical programs.

(2) The respective installation program
managers will provide the resource
requirements to the designated TRADOC
program manager. The TRADOC program
manager will review and validate program
requirements. Validated requirements will be
submitted to HQDA for funding consideration.

¢. Funding provided in the following
MDEPs are designed to improve the PS of
TRADOC installations and facilities or protect
9
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mission essential information that might be
used to plan a terrorist attack.

(1) The MDEP VTER AT protects
personnel, facilities, and equipment from
terrorist/criminal threats. AT programs
consist primarily of FP, training, and
operations. Programs directly support unit
readiness and deployments by reducing unit
and installation vulnerability during higher
levels of threat. The goal is to provide security
to units, families, and facilities; and reduce the
number of deployable soldiers used for FP
missions during mobilization and deployment.
Examples of VTER Other Procurement, Army
(OPA) (over $100,000) force protection
equipment (FPE) purchases include:

(a) Closed circuit televisions (CCTV).

(b) Intrusion detection systems/access
control systems.

(¢c) Radio communication equipment.
(d) Explosive detectors.

(e) Portable barriers, fencing, and
lighting.

(f) Security upgrades/hardening of
mission essential vulnerable areas (MEVAs),
general officer (GO) quarters, and emergency
operation centers.

(g) Van and peripheral equipment for the
SRT.

(h) Riot control equipment.

(2) The MDEP VTER Operation and
Maintenance, Army (OMA) funds FPE,
communications systems, and training
requirements under $100,000.

(3) The MDEP RJC6 OPA funds PSE
design, research and development, test and
evaluation, procurement, installation, and
maintenance of select PS equipment and
systems (to include intrusion detection systems
and alarm monitoring systems). PS systems
enhance security for nuclear and chemical
storage facilities, sensitive AA&E storage,
mission essential and critical facilities, and
equipment and personnel protecting against
terrorism, espionage, and theft. Examples of
RJC6 supported expenditures are:

(a) Intrusion detection systems.
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(b) Sensors and entry control systems.
(¢c) Alarm displays.

(d) Monitors.

(e) CCTV.

() Mobile detection assessment response
system (MDARS).

Chapter 4
Physical Security

4-1. General.

a. PSis an integral part of the FPP. Its
objective is to provide protection from terrorist
and other criminals, disaffected persons,
hostile intelligence, paramilitary forces,
protesters, and saboteurs. PS is designed to
deter, detect, and defend against all of the
above threats. PS employs physical measures
such as fences, lights, cameras, blast walls,
vehicle barriers and alarm systems; and
procedural measures such as security checks,
training and awareness programs, property
accountability/inventory requirements, PS
inspections (PSIs) of MEVA and PS surveys
of installations.

b. A successful PS program (PSP) cannot be
achieved without active teamwork, cooperative
efforts of every entity of the commander’s
installation staff, and appropriate command
emphasis. PS must be a priority issue within
the command and an active part of the
command’s FPP.

¢. Commanders will continuously review
and evaluate daily PS measures under
THREATCON normal for their applicability
and ease of transition to FP requirements
under increased THREATCONSs.

4-2. Physical Security Plan.

a. Installation commanders are required to
develop and maintain an installation PS plan.
Developing the plan requires extensive
coordination and liaison between all
installation activities and tenant units and
lateral federal and state agencies.

b. The PS plan will be developed per AR
190-13 and FM 19-30. Annexes will include:
installation threat statement, AT plan, bomb
threat plan, installation closure plan, natural
disaster plan, civil disturbance plan, resource



plan, communications plan, designated
restricted areas, and list of installation MEVAs
with required PS measures.

c. The PS plan will be an integral part of
the FP plan described in paragraph 3-5.

4-3. Threat.

a. Commanders will prepare and maintain
a PS vulnerability assessment for
installations and activities. The assessment
will address the broad range of physical threat
to the security of personnel, facilities, and
installations.

(1) Ttis expected that PS vulnerability
assessment will occur at the installation level.
These assessments should consider a wide
range of identified and projected threats
against a specific location or installations
personnel, facilities and other assets.

(2) The assessment should identify
vulnerabilities and propose suggestions for
enhanced protection for personnel and
resources against such attacks.

b. Essential to the PSP is a continuous
analysis of the local threat. Security planning
and measures to be implemented will be based
on this threat assessment.

(1) Ideally, upon request, the local FBI
field office and other local law enforcement
agencies will provide periodic intelligence to
the installation commander. The installation
provost marshal (PM) is a key player in the
installation commanders FP mission and is the
focal point for receipt of domestic threat
information from domestic law enforcement
agencies. The PM is the conduit for domestic
threat information flow between the FBI and
the installation commander. Normally, the
PM must initiate a request for intelligence
information from these outside agencies to
formulate a “local threat analysis.”

(2) Information received may be current
or perceived. A serious detriment to a security
program is to assume there is no threat
because nothing has ever occurred.

4-4. Risk analysis.

a. Not all Army assets at all locations
require the same degree of protection. The
risk analysis allows the commander to
prioritize assets so that PS resources can be
applied in the most efficient and cost effective
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manner possible. Risk indicates both the
impact of the compromise of an asset and the
potential for it being compromised. Risk is
associated with individual assets and with
different types of aggressors or threats.

b. Risk analysis will be conducted on all
MEVAs. Risk analysis will be conducted when:

(1) A unit or activity is activated.
(2) A unit permanently relocates.

(3) Every 3 years (if no prior record of risk
analysis exists).

(4) During planning stages for a new,
addition to, or renovation of facility.

(5) An incident occurs in which assets are
compromised.

c¢. Risk analysis is a joint endeavor between
the using unit or activity and the installation
PS officer, or equivalent security officer, or
their representative.

d. Risk concerns assets rather than
facilities. Risk is composed of two factors:
severity and likelihood of aggressor activity.
Aggressors consist of criminals, protesters,
terrorists, and any other threat which may
impact the use or availability of that asset.

e. The risk analysis procedure is performed
in six steps:

(1) Identify the unit.
(2) Identify the asset.
(3) Determine asset value.

(4) Determine likelihood of aggressor
activity.

(5) Determine the risk levels for assets.

(6) Determine required protective
measures.

4-5. Physical security survey.

a. In accordance with AR 190-13 and DA
Pamphlet 190-51, DA Form 2806-R (PS Survey
Report) is a formal recorded assessment of the
overall security posture of an installation’s
PSP. Several physical and procedural security
measures are evaluated during the survey.

Installations and/or facilities will be surveyed
11
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based upon varying criteria. Those
installations storing conventional AA&E will
be surveyed every 18 months. Only trained PS
personnel should conduct a PS survey.
Commanders are required to program
resources to correct deficiencies noted during
the survey. The installation PM or security
officer will reassess the installation’s PS
posture based on:

(1) Risk analysis per DA Pam 190-51.
(2) Mission.

(3) Threat (known and/or perceived).
(4) Findings of the survey.

(5) Previously conducted surveys and
inspections.

(6) MEVA protection requirements.
(7) Availability of resources.
(8) Electronic security systems.

(9) Site enhancements and/or new
construction.

b. Results of an installation PS survey will
be used to develop a resource plan with
recommended prioritized allocation of
resources. The resource plan is included in the
installation’s PS plan.

4-6. Electronic Security Systems (ESS).

a. ESS, if effectively utilized, decreases and
eliminates the requirement for guards. The
Joint Services Interior Intrusion Detection
System (J-SIIDS) and the Integrated
Commercial Intrusion Detection System
(ICIDS) are the DOD standard intrusion
detection systems (IDS). Initial issue of these
systems are not charged to the installation.
Repair or replacement parts/components are
chargeable to the installation. Commercial
intrusion detection systems (CIDS) are funded
under the MDEP RJC6 and purchased by the
installation. ICIDS are a DOD/DA program
which updates existing installation IDS.
ICIDS can interface with existing J-SIIDS and
CIDS. ICIDS is designed to monitor over 300
protected areas (zones). The alarm monitor
group (AMG) is a computerization of the
J-SIIDS monitors. The AMG is designed to
interface with J-SIIDS.
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b. Installations are responsible for
conducting pre-installation site surveys for
IDS. All government-owned IDS maintenance
and repairs are the responsibility of the
installation Directorate of Logistics (DOL) or
Public Works (DPW). The installation
Directorate of Contracting (DOC) is
responsible for obtaining contract maintenance
services for IDS. The IDS, when installed, is
classified as “personal property, equipment in
place” and will be accountable by the using
unit or activity.

¢. CCTYV should only be installed for
interface with existing or planned IDS as an
assessment device. CCTV should not be solely
installed for surveillance purposes.

d. Commanders must forecast J-SITDS
and/or CIDS requirements 5 years in advance
of desired installation. Failure to identify and
properly justify IDS requirements will result in
non-availability of IDS resources.

e. Technical assistance regarding site
surveys, contracts, design, installation, and
maintenance of IDS can be obtained from the
Chief of Engineers (COE), Huntsville Center
of Expertise for Intrusion Detection Systems
(IDS-MCX), Huntsville, Alabama, or the PS
Equipment Management Office (PSEMO), Fort
Belvoir, VA.

4-7. Structural Design.

a. Commanders must ensure every aspect
of PS structural design is incorporated into the
initial planning or renovation of facilities. PS
officers are required to authenticate all DD
Form 1391s (Military Construction Project
Data) certifying that PS considerations have
been thoroughly reviewed and are integrated
into the proposed construction as applicable.
The PS officer should maintain close liaison
with installation engineers for early
coordination of proposed new construction
projects. The PS officer should be an active
voting member on the installation planning
board.

b. AA&E must be properly stored in
certified storage facilities as prescribed in AR
190-11. DPW must certify the structural
standards of the storage facility utilizing DA
Form 4604-R, Security Construction
Statement. A re-certification is required when:

(1) A new facility is built.

(2) No prior record of certification exists.



(3) A change in unit occupancy occurs.

(4) Any modifications have occurred to the
structure or the IDS.

(5) Any incident of actual or suspected
compromise to the facility has occurred.

(6) Five years have passed since the last
certification.

¢. An engineer is required to authenticate
the DA Form 4604-R.

d. Commanders are encouraged to consider
additional structural security measures for soft
targets within his/her area of responsibility
based on the threat and vulnerability of these
facilities. Guidance and information for
enhanced structural measures can be found in
the United States Army Corps of Engineers
(USACE) Security Engineering Manual.

4-8. Perimeter barriers. Where property
requires fencing as a protective measure, the
type and quantity of fencing will meet the
requirements of USACEs specifications. Other
barriers such as bollards, walls, gates, berms,
will be constructed and installed to provide the
maximum protection needed for the risk level
associated with targeted assets. All barriers
must have and maintain an adequate clear-
zone to counter any attempted breech.
Barriers will be forecast in the MDEP VTER as
needed.

4-9. Access controls.

a. Commanders are required to designate
areas or facilities subject to special restrictions
or control for security reasons or to safeguard
property or material. The type depends on the
nature and varying degree of significance, from
a security standpoint, of the security interest
or other matter contained therein. The three
types, or levels, of restricted areas used are:

(1) Exclusion area; only those personnel
required to have access.

(2) Limited area; personnel may have
access with an authorized escort.

(3) Controlled area; personnel may have
unescorted access.

b. A limited access installation or activity
may be designated under specific criteria:
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(1) No perimeter fence exists, but entry
can be temporarily closed to vehicular traffic.

(2) Permanent barriers exist and access is
controlled only after normal duty hours (i.e.,
gates are secured or manned after dark, or no
permanent barriers exist, but vehicular traffic
and other movements using roads and other
points of entry are continuously controlled).

4-10. Inspections.

a. Commanders will designate facilities
which are considered MEVA. TAW AR 190-13
and FM 19-30, commanders will have all
MEVAs formally inspected. DA Form
2806-1-R (PS Inspection Report) is the formal,
recorded assessment of PS procedures and
measures implemented to protect assets. A
PSI is required when:

(1) AMEVA is activated.

(2) No record exists of a previous
inspection.

(3) A change in unit or activity impacts on
the current PS plan.

(4) There is an indication or reported
incident of significant or recurring criminal
activity.

(5) 18 months have passed since the
previous PSI for, conventional AA&E, critical
ADP service center activities.

(6) The commander determines greater
frequency is needed.

b. Checklists may be adapted for use by
commanders to support a pro-active security
program.

c¢. Deficiencies noted during the inspection
may be correctable on-site during the
inspection. Findings that are beyond the
capability of the local commander because of a
lack of resources will be reported to the next
higher commander with a request for resource
assistance, which includes a justification and
impact statement.

d. PSIs and surveys are intended to
ensure commanders can sustain the highest
degree of capability and readiness to meet
mission requirements. Lack of pro-active PS

checks and balances will severely impact on
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the ability of commanders to properly account
for and secure their critical warfighting assets.

4-11. Transportation.

a. Loss or theft of sensitive items of the
Army’s critical warfighting assets can severely
impact a unit’s wartime mission capability.
Significant losses and theft of sensitive items,
ammunition, and weapons during shipments
and unit movements occur due to
noncompliance with regulatory guidance
pertaining to security and accountability of
property, failure to establish and maintain
security and accountability discipline
throughout unit movements, and acts by
criminal opportunists.

b. Unit personnel should coordinate all
installation shipments prior to movement with
their transportation, PM, and logistics points
of contact. The following items will assist
units and transport managers during
deployments and routine shipments.

(1) PS plans for property movement
should be established during initial
preparation for deployment. Plans should
provide for security of government property
from the originating installation to the port of
debarkation. PM and transportation personnel
should also assist in the development of
redeployment security.

(2) Sensitive, high-dollar value
equipment, (night vision devices,
communications and electronics equipment,
tool kits, etc.) will not be stored in vehicles
being shipped. These items should be secured
in locked unit containers with equipment of
comparable value and sensitivity and
accounted for IAW established supply
procedures.

(3) Units should coordinate with security
and transportation personnel to determine the
transportation security requirements for the
type of equipment being shipped. If at any
time the security risk increases, use of
supplemental security measures, such as unit
guards, 1s encouraged.

(4) AA&E shipped via rail flat car will be
placed in locked milvans or conex containers.
The door to the container should be blocked or
made inaccessible to preclude entry. To
accomplish this, the container should be
positioned on the flat car so the door is flush
against an immovable object and door-to-door
if more than one container is utilized. If
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needed, negotiate with the carrier through the
Military Traffic Management Command
(MTMC) to place an empty container on the
rail car to preclude leaving a full container
vulnerable.

(5) Units should consider numbering locks
and keys and identifying which vehicle is
secured by the respective lock. An additional
set of keys should be sent with unit personnel
during shipment for use at debarkation points.
This will eliminate equipment and vehicles
arriving at the destination point without keys,
thus causing the cutting of locks in order to
unload items.

(6) Units must initiate inventories of
equipment being shipped in vehicles and/or
shipping containers to include, as a minimum,
serial numbers, nomenclature, and quantity.
A copy of the inventory should be maintained
in unit files and a copy placed in the vehicle or
shipping container.

(7) Units must ensure the provisions of
AR 190-11 are adhered to during movement.
Commanders should ensure coordination is
effected with their PM and transportation
offices for assistance and security guidance
prior to movement. AA&E must be specifically
accounted for and properly secured during
shipment. Accurate accountability records, to
include shipping information, must be kept by
the shipping unit.

(8) Upon discovery of a loss of government
property, units should ensure law enforcement
personnel are notified immediately. Early
incident reporting not only enhances
investigative activity, but provides
dissemination of crime conducive conditions,
modus operandi, system irregularities, and
associated lessons learned.

Chapter 5
Information Security INFOSEC)

5-1. General. INFOSEC, as one of the
components of FP, encompasses continuous
military operations that protect the security of
information systems. The threat to Army
information and information systems
(INFOSYS) falls into two general categories:
unintentional and intentional.

a. The unintentional threat usually stems
from ignorance as a result of poorly trained
INFOSYS administrators, operators and
maintainers; from accidental damage to



storage media; or from improper application of
security access protection procedures.

b. The intentional threat involves
deliberate, overt or covert acts against the
INFOSYS, among which are the physical
threat to tangible property and the threat of
electronic, radio frequency or computer-based
attacks on the information or communications
components that control or make up critical
Army command and control (C2) infra-
structures. The intentional threats come from
a range of sources: unauthorized users,
insiders, terrorists, non-state and state-
sponsored groups, hostile intelligence/military
organizations and political/religious opponents.
In most cases, the target of the threat is the
information itself, rather than the system that
transports it.

(1) Unauthorized users such as hackers
are the source of most of today’s attacks,
primarily against personal computers. The
threat they pose to Army INFOSYS networks
and mainframe computers is growing.

(2) Insiders. Individuals with legitimate
access to an INFOSYS pose one of the most
difficult threats from which to defend.
Whether recruited or self-motivated, the Army
INFOSYS insider has access to systems
normally protected by ISS against attack.

(3) Terrorists. In the past, in order to
gain access to, or collect intelligence on, a
target, terrorist may have had to climb a
security fence or pass through a locked door.
Today, this same terrorist can gain access by
entering through a computer network.
Although his presence would be virtual, the
damage he could do could be equal or greater
than that achieved by traditional intrusions.
Thus, while traditional means are still needed
to protect unwanted access to information, the
Information Age has added a new dimension of
concern for the commander, and new
opportunities for threat elements.

(4) Non-State. In many scenarios, it is
extremely difficult to identify any national
sponsorship of an activist threat, no matter
how positive the appearance of affiliation or
the existent level of conflict, if any. Since it is
already apparent that activists of all
persuasions are taking advantage of the
possibilities offered by the Information Age,
there is no reason to suspect that the Army’s
INFOSYS will be immune from a non-
sponsored adversary’s interest in disturbing
U.S. military information or communications
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infrastructures. The easy availability of low-
cost technological capabilities, coupled with
the universal span of today’s automated
information webs, intensifies the likelihood
that there are potential INFOSYS adversaries
of the known, suspected or unknown variety
seeking penetration opportunities.

(5) Hostile Intelligence/Military. We can
be assured that nationally-sponsored hostile
intelligence services (HIS), either civil or
military, are active over the entire spectrum of
conflict. In peacetime, they are more likely to
be targeted against U.S. commercial and
scientific networks than military information
infrastructures. Yet, with little additional
resource expenditure, a dissident’s peacetime
intrusiveness could easily be refocused on
Army INFOSYS using the entire range of
assets in the portfolio of threats.

(6) Political/Religious. The geopolitical
landscape of today is often difficult to navigate,
crowded as it with splintered ideologies of
religious extremism and political radicalism
(or a combination thereof) harboring a wide
range of grievances against the U.S. and its
allies. We can expect that religious and/or
political animosities would be most virulent
during open conflict; however, to gain public
recognition, an attempt to cripple any element
of our information infrastructure, including the
Army’s INFOSYS, might be an incentive
worthy of adversary consideration.

¢. The natural threat phenomena (fire,
flooding, severe weather and other natural
disasters) can cause severe damage to
INFOSYS. Threats in this category are most
easily identified with, but are not limited to,
fixed and garrison facilities, and must be given
serious consideration, particularly in CONUS,
because of the reliance on CONUS-based
INFOSYS to support and sustain the force-at-
large.

5-2. Information Systems Security
Program (ISSP).

a. Define and develop C2 protect
personnel and staffing procedures.

(1) Appoint an Information System
Security Manager (ISSM) at each installation.

(2) Appoint an Information System
Security Officer (ISSO) for each automated
information system (AIS) or group.
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(3) Appoint a Network Security Officer
(NSO) for each identified network.

(4) Appoint a Terminal Area Security
Officer (TASO) for each terminal or group of
terminals not under the control of an ISSO or

NSO.

b. Implement definitive C2 protect tactics,
techniques, and procedures which will develop
information operations (I0) SOPs to detect and
deny unauthorized intrusion.

¢. Ensure that C2 protect common tools are
integrated into designated echelons for
management, detection, protection and
reaction to C2 system vulnerabilities.

d. Develop management methodology, IAW
AR 380-19, to evaluate risks associated with
the operations of information systems.

e. Develop and implement the C2 protect
Training Management Plan that articulates
the overarching direction for C2 protect
education and training in the Army.

(1) Identify and include specific training
requirements, source(s) of training for
computer security education and awareness.

(2) Formal security training must be
included in IDPs annually for security and
systems administrator and network managers.

f. Develop an operations security program
that protects friendly C2 capability against
adversarial attacks.

Chapter 6
Protective Services

6-1. General. Protective service operations
are the commander's primary means of
protecting high risk personnel. The mission of
protective services is to protect the principal
from assassination, kidnapping, injury, and
embarrassment. Protective service operations
will be conducted ITAW U.S. laws and
regulations and international agreements to
which the U.S. is a party.

6-2. High Risk Personnel (HRP).

a. HRP security supports the Army FPP by
providing additional security to designated
individuals who by virtue of their rank,
assignment, symbolic value, vulnerabilities,
location, or specific threat are at a greater risk
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than the general population. HRP security
consists of:

(1) Formal identification and designation
of eligible individuals;

(2) U.S. Army Criminal Investigation
Command (CID) Special Agents performing
personal security vulnerability assessments

(PSVA) for HRP.

(3) Hardened car support and domicile to
duty authorization.

(4) Special training for HRP, their family
members, and selected support personnel such
as drivers.

b. There are two categories of HRP:

(1) HRP Level 1 (HRP1) personnel have
such a significantly high potential as terrorist
or criminal targets as to warrant assignment of
full-time protective services. This would
include long-term protective services based on
assignment location, or short-term protective
service based on a specific threat.

(2) HRP Level 2 (HRP2) personnel do not
warrant assignment of full-time protective
services but require such additional office,
residential, and travel security measures as
deemed appropriate based on local conditions.
Installation commanders are authorized to
designate installation personnel as HRP2.

c¢. HRP and their family members must be
aware of risks and trained in personal
protective measures they can apply.
Additionally, support staff such as drivers,
aides, and protective services details must be
trained and properly equipped.

6-3. Protective service detail. The
objectives of the protective service detail are:

a. Deter possible harm to the principal
through protective service operations.

b. Detect threatening situations affecting
the personal safety and security of the
principal.

c. Defend the principal from physical harm
or embarrassing situations.

d. Quickly and safely remove the principal
from the threatening environment to a more
secure location.



Chapter 7
Law Enforcement

7-1. General.

a. Maintaining readiness is critical to the
Army. Unit readiness rests on the morale,
discipline, and training of its soldiers. It rests
equally on having soldiers and their families
feel confident about quality of life in the Army
community. Our soldiers and their families
must have a safe and secure environment in
which to live, work, and train. The military
police (MP) accept that challenge daily.

b. LE is a vital component of an effective
FP program. The installation Provost Marshal
(PM) is a key player in the commander’s FP
mission and is the focal point for receipt of
domestic terrorist threat information from
domestic LE agencies.

c. The discussion below highlights the
important elements of an installation LE
program.

7-2. Military Police Management
Information System (MPMIS). Provides
automated tool for MP records management.
Reduces administrative burden on PM staff.
Increases awareness of problem areas by
management of crime information. MPMIS
applications available for use are the Offense
Reporting System (ORS-2), Correctional
Reporting System (CRS-3), Security
Management System (SMS), Registration and
Access Control (RACS), and Prisoner of War
Information System (PWIS-3). ORS-2 will also
become the feeder system for the mandated
National Incident Based Reporting System
(NIBRS).

7-3. Law enforcement patrols. MP practice
preventive patrolling. Preventive patrolling
places a uniformed patrol in the right place at
the right time. It has as its major feature the
protection of people, not property. The
primary emphasis of preventive patrolling is
having uniformed patrols work areas where
analysis shows many people gather at times
when the likelihood of crime is greatest.
Emphasis is placed on establishments such as
the post exchange, commissary, package
beverage store, hospital (during evening shift
changes), banks, gas stations, and recreational
facilities. Patrol requirements are established
by the installation commander on the advise of
the PM. The PM uses crime analysis and a FP
threat assessment to determine patrol
requirements. The MP on patrol works for
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positive community relations